DeepQ Al Platform Terms of Use

Update on: 11.24.2022

Thank you for using the DeepQ Al Platform (the “Platform”). Please read these DeepQ Al Platform user
terms and conditions (the “Terms”) and any additional terms, exhibits provided to You by DeepQ when
using the Platform (“Additional Terms”, the “Terms” and “Additional Terms” are collectively referred
to as the “User Terms”) carefully to understand your rights and responsibilities. By using the Platform or
any product or service available within, you agree to be bound by the User Terms. If You do not agree to
any provision of the User Terms, please do not use the Platform.

You understand that the User Terms may be amended from time to time. Amended User Terms will be
published when the Platform software is updated or upgraded or posted on the website run by DeepQ.
Your continued access to or use of the Platform following the publishing or posting of the amended User
Terms means that You accept and agree to any amended User Terms. You are expected to check this page
each time You access or use the Platform to keep Yourself informed of any changes that are binding on
You. If there is a conflict or inconsistency between the Terms and the Additional Terms, the Additional
Terms shall prevail.

1. DeepQ Al Platform. The Platform is a machine learning model platform developed and operated
by DeepQ Technology Corporation (“DeepQ”), which provides the users with a machine learning
model training environment. The users can upload their dataset to the Platform through the web
page management interface to engage in machine learning model training and data annotation
(the “Services”). The data that You upload are collectively referred to as “User Data”.

2. Age Minimum. The Services are provided to users who are at least sixteen (16) years old (and at
least the legal age in Your jurisdiction). You promise that You are at least sixteen (16) years old
(and at least the legal age in Your jurisdiction) when using or accessing to the Platform. If You
are under the age of sixteen (16) or under the age of majority or age subject to parental consent
according to applicable laws in Your jurisdiction, You should obtain the approval of Your parents
or the person(s) with parental responsibility and review the User Terms together with them to
ensure that You and Your parents or the person(s) with parental responsibility understand and
agree to the User Terms.

3. Establishing an Account. To use certain functions of the Platform, You are required to register
an account with the Platform. If You are authorized to register an account on behalf of Your
employer or organization, You will be bound by the User Terms and the user account policy
published by Your employer or organization. You should keep Your login credentials away from
any third party, and do not authorize it to use Your login credential or share Your login
credentials with it. If You register an account with the Platform by Yourself or on behalf of Your
employer or organization, You or Your employer or organization accept responsibilities for all
activities that occur under Your or Your employer or organization’s account. If You notice
someone else is using Your account without Your permission, notify the system administrator of
Your employer or organization without delay.



System Requirements. To use the Services provided through the Platform, You will need a
computer that is connected to internet, internet connection and other compatible software. You
understand that these system requirements may change from time to time and affect Your ability
to access and use Services on the Platform. You shall be solely liable for these system
requirements and the associated costs (for example the costs of internet).

Platform Services.

a.

The Platform is a management and service platform for machine learning model training.
You can upload User Data for machine learning model training and data annotation
through the Platform. You can manage the User Data that You have uploaded through the
management page of the Platform. If You have any questions while using the Platform,
You may contact DeepQ and DeepQ will provide You with necessary assistance,
including but not limited to User Data upload testing, changing the User Data file format,
deleting User Data, and de-bug.

The Platform may provide the functionality that the project owner who uploads the
dataset can invite third party to participate in individual project (including other machines
learning training tools available on the Platform). If You invite third parties to participate
in Your project, You should determine and manage the role and corresponding authority
for such third parties. You shall be solely responsible for such third parties’ management
and exercise of authority. You should have the invited third parties appropriately exercise
the authority granted by You.

The Platform only provides a machine learning model training environment. DeepQ does
not warrant the correctness, legality or completeness of the User Data that you upload.
You shall ensure that the User Data that You upload, as well as the processing and use of
the User Data, is in compliance with applicable laws, including but not limited to
personal information protection related laws. In addition, You will be solely responsible
for the correctness, legality or completeness of the User Data that you upload.

If the data You upload might include personal information, You warrant that You or
Your employer or organization have/has obtained the written consent from the data
subjects and been in compliance with all applicable laws, policies, and regulations,
especially those relating to the collection of information from data subjects. If You
upload the data in DICOM format, the detection function may be activated. If the
detection function is activated and the Platform detects any personally identifiable
information (such as names and ID of the data subjects, in the form of metadata), the
Platform may, at our sole discretion, remove such detected metadata before processing.
However, DeepQ does not guarantee all personally identifiable information in DICOM
tags can be completely removed.

In cases where You share any data with personal information with DeepQ and/or its
personnel or grant access to such data to DeepQ and/or its personnel, the Standard
Contractual Clauses set forth in Exhibit I and Business Associate Agreement set forth in
Exhibit II, in addition to the main body of the User Terms, shall govern the relationship
between You and DeepQ. Please refer to the applicable exhibit(s) for specific terms. In
the event of a conflict or inconsistency between the terms in Exhibit I and Exhibit I1, the
following rule shall apply: (i) if the relationship between You and DeepQ is governed by
GDPR, the terms in Exhibit I will prevail to the extent of the conflict and inconsistency;
(i1) if the relationship between You and DeepQ is governed by HIPAA, the terms in
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Exhibit II will prevail to the extent of the conflict and inconsistency; (iii) if the
relationship between You and DeepQ is neither governed by GDPR nor HIPAA, the
terms in Exhibit I will prevail to the extent of the conflict and inconsistency. If the
relationship between You and DeepQ is governed by applicable laws other than GDPR
nor HIPAA, the requirements of Regulation (EU) 2016/679 referred in Exhibit I and the
requirements of 45 CFR 160.103 referred in Exhibit II will be replaced with that of the
applicable laws to the extent appropriate and permitted by such applicable laws.

f.  You warrant that all data You upload is lawfully obtained and used. It is Your sole
responsibility if the way You obtain and use the data You upload is in violation of
applicable laws.

g. Unless otherwise provided in the User Terms, the Privacy Policy of this Platform, or
agreed by Your employer or organization who entered into the license agreement with
DeepQ, DeepQ will not view, collect, process or share with any third party all data that
you upload, provide, or key in, including the User Data. However, if (i) required by
applicable laws or governmental authorities, or (ii) for the purpose of protecting the
information security of the Platform, or improving the Platform performance or quality of
Services provided by the Platform, or addressing Your needs for technical support,
DeepQ may access or view the data annotation and User Data that You upload.

h. The service products resulting from Your use of the Services, including but not limited to
the trained machine learning models (“Service Products™), can only be used by You on
the Platform during the term of the Service or trial Service in a manner that is in
compliance with the User Terms.

6. Data Backup. The Platform does not provide data backup and hosting Services, (i) DeepQ does
not guarantee that the User Data You upload will not be removed, damaged, destroyed, lost or
become no longer available; (ii) You should make Your own regular backups of the User Data
that You upload to the Platform, as well as information that You acquire from the use of the
Services on the Platform. Upon termination of the User Terms, the Services or trial Services,
DeepQ will follow internal procedure to destroy the User Data that You uploaded and that stored
by DeepQ (if any). If You wish to keep the User Data that You upload and that stored by DeepQ
(if any), You should give DeepQ a written notice before the termination of the User Terms, the
Services or trial Services. DeepQ will contact You for the data storage agreement as soon as
practicable.

7. DeepQ Licenses. Subject to Your full compliance with the User Terms, DeepQ grants You a
limited, personal, non-assignable, non-exclusive and revocable license to access and use the
Platform controlled and operated by DeepQ, the Services and the Service Products, for personal
and non-commercial purposes during Your applicable trial, rental, purchase or license period,
or the period during which DeepQ is entitled to provide You with the Services. The Platform,
the Services and the Service Products cannot be used for clinical trial, for medical or
commercial purposes, or in any matter other than those permitted in the User Terms.

8. License Restrictions. If You breach this User Terms, DeepQ may immediately terminate Your
right to use of the Platform, the Services, the Service products, products and/or DeepQ related
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accounts, without any refunds. The license under Article 7 is subject to Your compliance with the
below requirements. You shall not:

a.

Work around any technical restriction in the Platform, or to use the Platform in an
attempt to, or in conjunction with any device, program or service to circumvent the
technical restrictions to control access to the Platform;

Attempt to access the source code related to the Platform through reverse engineering,
decoding, de-compilation, reverse compilation or otherwise, except and only to the
extent that applicable law expressly permits, despite this limitation;

Sell, lease, rent, re-distribute, broadcast, revise, sublicense, assign or otherwise transfer to
any third party any software, algorithm on the Platform or Your right to use the Platform
without authorization, unless otherwise provided in the applicable end user license
agreement between You, Your employer or organization and DeepQ);

Modify or make any derivative works of the Platform, any Service or Service Products in
whole or in part;

Remove any proprietary notices or labels on the Platform, any Service, the Service
Products or their copy;

Use the Platform, any Service or Service Products for clinical trial, medical or
commercial purposes, or in any manner other than those permitted in the User Terms,
unless otherwise provided in the applicable end user license agreement between You,
Your employer or organization and DeepQ;

Display (in part or in whole) the Platform, any Service or Service Products as part of any
public performance or display even if no fee is charged, unless otherwise provided in the
applicable end user license agreement between You, Your employer or organization and
DeepQ;

Use the Platform, any Service provided on the Platform or Service Products to infringe
upon the rights of DeepQ, its affiliates or any third party, or use the Platform, any
product, the Services or the Service Products in any way that does not comply with all
applicable law or any applicable end user license agreement between You, Your
employer or organization and DeepQ);

Use any automated tool on the Platform to engage in any activity that is not related to
machine learning training, such as exploring the vulnerability of external websites,
malicious attack on other websites, attempt to alter, damage or scan the Services in an
undue manner or interfering other users; or

Use the Platform, the Service provided on the Platform or Service Products in any
manner not specifically permitted by the User Terms.

9. Support and Update. Unless otherwise provided in the User Terms or the applicable end user
license agreement between You or Your employer or organization and DeepQ, DeepQ has no
obligation and may not provide any support services to the Platform, any Service published
through the Platform, or Service Products.

10.

Privacy. When using the Platform or certain function of the Services available through the
Platform, You may be required to provide certain personal information, including Y our name,
email address and passwords to create the account. These information will be stored on the
database of the device where the Platform installed on. DeepQ will not proactively collect and
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process these information. DeepQ may have access to the aforementioned information in the
course of providing services, ie. troubleshooting, to You. DeepQ will protect Your privacy in
accordance with the Privacy Policy of the Platform. Please read the Privacy Policy carefully.

11. Acceptable Use Policy

a.

You agree that when accessing and using the Platform You will not engage in or attempt
to engage in any improper use, including but not limited to any use that violates DeepQ
Code of Conduct.

If DeepQ suspects violations of these Terms, DeepQ may institute legal action, and
cooperate with legal enforcement authorities in bring legal proceedings against the
violators. Unless otherwise prohibited by applicable laws, You agree to cooperate with
DeepQ in the investigation into any suspicious violation by You or any other person. You
hereby authorize DeepQ to install, implement, manage and operate one or multiple types
of software or monitoring measures or take other measures to ascertain the activities in
violation of applicable laws or the User Terms, or to track any activities deemed possibly
in violation of applicable laws or the User Terms by DeepQ.

12. Ownership of Intellectual Property Rights.

a.

Unless otherwise provided in the User Terms or the applicable end user license
agreement between You or Your employer or organization and DeepQ, DeepQ and its
affiliates, authorized third parties and suppliers own the title, intellectual property rights
and other proprietary rights of the Platform, the Services provided on and through the
Platform and the Service Products (and all rights embodied therein) and reserve any right
that has not been expressly granted to You under the User Terms. The DeepQ related
logo and other names of DeepQ products and Services on the Platform are the trademarks
and logos of DeepQ and its affiliates. In addition, any other third party company name,
product name, service name or logo related to any product or services published on or
through the Platform may be trademark or logo owned by other third parties and shall not
be used without their permission.

The Platform may include third party software governed by open source or third party
license terms (“Third Party Terms”). Your use of such third party software shall be
subject to the restrictions set forth by any Third Party Terms. You can further understand
the third party software and the Third Party Terms applicable to them on the settings page
of the Platform.

13. Feedback. In addition to the User Data that You upload in accordance with the User Terms, You
may provide verbal or written comments, suggestions, ideas, plans, explanations, drawings or
other information related to the Platform or Services (“Feedback™). DeepQ is free to use,
disclose, reproduce, license or otherwise distribute such Feedback without any obligations to
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14. Termination. If You breach any provision of the User Terms, the User Terms shall terminate
automatically. You may terminate the User Terms at any time by cancellation of Your account.
You understand that the termination of the User Terms will not entitle You to any refund,
including any fee related to any subscription plan. Upon termination of the User Terms, the
Services or the trial Services, or expiration of the Services or the trial Services, You must
immediately stop using the Platform and the below clauses of the User Terms shall survive the
termination or expiration: first part of Articles 5 (d), Articles 5 (e) (as the case may be), Articles 5
(), the last paragraph of Article 7, Articles 8 to 26. DeepQ reserves the right to change, remove,
delete, restrict or prohibit use or cease all or part of the rights and licenses granted to You related
to the Platform, any Services or Service Products at any time without prior notice to You.

15. DISCLAIMER. TO THE MAXIMUM EXTENT PERMITTED BY LAW, THE
PLATFORM,ALL SERVICES PROVIDED THROUGH THE PLATFORM AND SERVICE
PRODUCTS ARE PROVIDED TO YOU “AS IS”, “WITH ALL FAULTS” AND “AS
AVALIABLE” AND THE ENTRIE RISK OF USE AND PERFROAMNCE, REMAINS WITH
YOU. DEEPQ AND ITS SUPPLIERS AND LICENSORS DO NOT MAKE ANY
REPRESENTATIONS, WARRANTIES, OR CONDITIONS, EXPRESS, IMPLIED, OR
STATUTORY, AND HEREBY DISCLAIM ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, MERCHANTABLE QUALITY, FITNESS FOR A PARTICULAR
PURPOSE, TITLE, QUIET ENJOYMENT, OR NONINFRINGEMENT. IN PARTICULAR,
DEEPQ, ITS SUPPLIERS AND LICENSORS MAKE NO WARRANTY THAT THE
PLATFORM, ANY SERVICES AVAILABLE WITHIN OR SERVICE PRODUCTS: (I) WILL
MEET YOUR REQUIREMENTS OR WILL WORK WITH ANY THIRD-PARTY
SOFTWARE, APPLICATIONS OR THIRD-PARTY HARDWARE; (II) WILL BE
AVAILABLE OR PROVIDED ON AN UNINTERRUPTED, TIMELY, SECURE OR ERROR-
FREE BASIS; (III) OR ANY INFORMATION OR CONTENT OBTAINED THROUGH IT
WILL BE ACCURATE, COMPLETE, OR RELIABLE; OR (IV) THAT ANY DEFECTS OR
ERRORS THEREIN WILL BE CORRECTED. ALL SERVICES AVALIABLE FOR YOU
AND OTHER MATERIAL YOU DOWNLOAD OR ACCESS AND USE THROUGH THE
PLATFORM ARE AT YOUR OWN RISK, AND YOU WILL BE SOLELY RESPONSIBLE
FOR ANY DAMAGE OR LOSS THAT RESULTS THEREFROM. USE OF THIS PLATFORM
MAY AFFECT THIRD-PARTY HARDWARE, SOFTWARE, APPLICATIONS, DEVICES,
OR SERVICES. YOU MAY HAVE ADDITIONAL RIGHTS UNDER YOUR LOCAL LAWS
THAT THESE TERMS CANNOT CHANGE. IN PARTICULAR, TO THE EXTENT LOCAL
LEGISLATION IMPLIES STATUTORY TERMS WHICH CANNOT BE EXCLUDED,
THOSE TERMS ARE DEEMED INCORPORATED INTO THESE TERMS BUT DEEPQ’S
LIABILITY FOR A BREACH OF THOSE STATUTORY IMPLIED TERMS IS LIMITED IN
ACCORDANCE WITH AND TO THE EXTENT PERMISSIBLE UNDER THAT
LEGISLATION.

16. DISCLAIMER AGAINST SPECIFIC DAMAGES. IN NO EVENT WILL DEEPQ OR ANY
SUPPLIER OR LICENSOR BE LIABLE FOR ANY CONSEQUENTIAL; SPECIAL;
INCIDENTAL; DIRECT; INDIRECT; PUNITIVE DAMAGES; FOR LOSS OF PROFITS,
BUSINESS, GOODWILL, ANTICIPATED SAVINGS, OR USE; LOSS OR CORRUPTION OF
DATA, CONFIDENTIAL INFORMATION, OR OTHER INFORMATION; BUSINESS
INTERRUPTION; PERSONAL INJURY; PROPERTY DAMAGE; LOSS OF PRIVACY;
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17.

FAILURE TO MEET ANY DUTY OF GOOD FAITH OR REASONABLE CARE;
NEGLIGENCE; AND ANY OTHER PECUNIARY OR OTHER LOSS WHATSOEVER,
ARISING OUT OF, BASED ON, RESULTING FROM OR IN ANY WAY RELATED TO
THESE TERMS, THE PLATFORM, ANY SERVICE(S) AND/OR THE SERVICE
PRODUCTS, EVEN IF DEEPQ OR ANY SUPPLIER OR LICENSOR HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES.

SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTAL OR CONSEQUENTIAL DAMAGE, LOSS, OR LIABILITY FROM
INTENTIONAL ACTS (INCLUDING FRAUD, FRAUDULENT MISREPRESENTATION,
AND FAILURE TO DISCLOSE DEFECTS), PRODUCT LIABILITY, OR FOR DEATH OR
PERSONAL INJURY. NOTHING IN THIS SECTION 16 WILL BE INTERPRETED AS
EXCLUDING LIABILITY WHICH CANNOT UNDER APPLICABLE LAW BE EXCLUDED
IN THOSE JURISDICTIONS. IF YOU LIVE, OR ARE OTHERWISE SUBJECT TO THE
LAWS IN ONE OF THOSE JURISDICTIONS, ANY STATUTORY ENTITLEMENT
AVAILABLE TO YOU WILL BE DEEMED LIMITED TO THE EXTENT (IF AT ALL)
PERMISSIBLE UNDER THAT LAW AND, IF LIMITATION IS NOT PERMITTED, THE
LIMITATIONS AND EXCLUSIONS IN THIS SECTION 16 MAY NOT APPLY TO YOU.

LIMITED LIABILITY AND SOLE REMEDY. TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW AND TO THE EXTENT THEY ARE NOT
EXCLUDED OR DISCLAIMED UNDER SECTION 16, DEEPQ’S AND ITS SUPPLIERS’
AND LICENSORS’ MAXIMUM, AGGREGATE LIABILITY TO YOU, AND YOUR
EXCLUSIVE REMEDY UNDER THE USER TERMS FOR ANY AND ALL DAMAGES,
INJURIES, AND LOSSES ARISING FROM ANY AND ALL CLAIMS AND CAUSES OF
ACTION ARISING OUT OF, BASED ON, RESULTING FROM OR IN ANY WAY
RELATED TO THE USER TERMS, THE PLATFORM, ANY SERVICES AVAILABLE
WITHIN AND THE SERVICE PRODUCTS WILL BE TO RECOVER OF: THE ACTUAL
DAMAGES YOU INCUR BASED UPON REASONABLE RELIANCE ON THE PLATFORM,
ANY SERVICES AVAILABLE WITHIN UP TO FIVE DOLLARS (US $5.00).

THE EXISTENCE OF MULTIPLE CLAIMS OR SUITS UNDER OR RELATED TO THE
USER TERMS, THE PLATFORM, THE SERVICES, THE SERVICE PRODUCTS, OR THE
PROVISION OR FAILURE TO PROVIDE SUPPORT WILL NOT ENLARGE OR EXTEND
THE LIMITATION OF MONEY DAMAGES. EXCEPT FOR THE EXCLUSIVE REMEDY IN
THE FOLLOWING SENTENCE, THESE ACTUAL MONEY DAMAGES WILL BE YOUR
SOLE AND EXCLUSIVE REMEDY.

SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTAL OR CONSEQUENTIAL DAMAGE, LOSS, OR LIABILITY FROM
INTENTIONAL ACTS (INCLUDING FRAUD, FRAUDULENT MISREPRESENTATION,
AND FAILURE TO DISCLOSE DEFECTS), PRODUCT LIABILITY, OR FOR DEATH OR
PERSONAL INJURY. NOTHING IN THIS SECTION 17 WILL BE INTERPRETED AS
EXCLUDING LIABILITY WHICH CANNOT UNDER APPLICABLE LAW BE EXCLUDED
IN THOSE JURISDICTIONS. IF YOU LIVE, OR ARE OTHERWISE SUBJECT TO THE
LAWS IN ONE OF THOSE JURISDICTIONS, ANY STATUTORY ENTITLEMENT
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18.

19.

20.

21.

AVAILABLE TO YOU WILL BE DEEMED LIMITED TO THE EXTENT (IF AT ALL)
PERMISSIBLE UNDER THAT LAW AND, IF LIMITATION IS NOT PERMITTED, THE
LIMITATIONS AND EXCLUSIONS IN THIS SECTION 17 MAY NOT APPLY TO YOU.

EXCEPT FOR DISPUTES IN WHICH EITHER PARTY SEEKS TO BRING AN
INDIVIDUAL ACTION IN SMALL CLAIMS COURT, YOU AND DEEPQ AGREE THAT
ANY DISPUTE MUST BE COMMENCED OR FILED BY YOU OR DEEPQ WITHIN ONE
(1) YEAR OF THE DATE THE DISPUTE AROSE, OTHERWISE THE UNDERLYING
CLAIM IS PERMANENTLY BARRED (WHICH MEANS THAT YOU AND DEEPQ WILL
NO LONGER HAVE THE RIGHT TO ASSERT SUCH CLAIM REGARDING THE
DISPUTE)..

INDEMNIFICATION. You will defend, indemnify, and hold harmless DeepQ, its directors,
officers, employees, agents, partners, suppliers, and licensors and will keep them indemnified
from any third party claim or demand, including reasonable attorneys’ fees, relating to or arising
from (i) Your unauthorized use of the Platform, any Services and/or Service Products; (ii) any
violation by You of the User Terms; (iii) Your violation of any another party’s rights or
applicable law; or (iv) any User Data You provide.

Restricted Use. The Platform, the Services provided through the Platform and Service Products
are not designed for system that do not require fail-safe performance. You may not use the
Platform, Services through the Platform or Service Products in any device or system in which a
malfunction would result in foreseeable risk of injury or death to any person. This includes
operation of nuclear facilities, aircraft navigation or communication systems and air traffic
control.

Dispute Resolution, Governing Law and Jurisdiction. Except as otherwise provided herein,
the interpretation of the User Terms or any dispute or disagreement arising out of any breach of
this User Terms shall be governed by the laws of Taiwan, regardless of conflict of laws
principles. All other claims, including any claim arising out of the Consumer Protection Act,
Unfair Competition Act or any act of torts, shall be governed by the laws of the country or
territory where You reside. Except as otherwise provided herein, You irrevocably agree that any
dispute arising out of the User Terms or any matter related hereto shall be resolved by the Taiwan
Taipei District Court. If the applicable law does not allow for the designation of the Taipei
District Court as the first-instance court, the court of jurisdiction shall be determined in
accordance with the applicable laws.

Legal Effect. The User Terms do not change Y our rights under the laws of the country in which
You reside if the laws of Your country do not permit it to legally change Your rights. You may
have rights under the laws of the country in which You reside that are in addition to, or different
from, the rights set forth in the User Terms.



22.

23.

24.

25.

Compliance with Law and Export Regulations: You will comply with all national or
international laws, regulations and legislations applicable to this Platform, any Service available
through the Platform and/or Service Products, including but not limited to the US Export
Administration Regulations (software is subject to these regulations), as well as any relevant
restrictions on users, purpose of use and destination promulgated by the governments.

General Terms. The titles of the clauses of the User Terms are provided for the parties’
convenience only and shall not carry any legal or contractual meaning. If DeepQ does not take
any action against Your breach, it does not constitute a waiver of its right to take action against
any subsequent or similar breach. No waiver of any clause of the User Terms shall be valid unless
it is signed in writing. No waiver shall be deemed a waiver of a similar clause or any other clause.
If a court of competent jurisdiction rules that any terms, covenant or restriction of the User Terms
is illegal, invalid or unenforceable, the remaining terms or restrictions shall remain in full force
and effect, and will in no way be affected, impaired or invalidated. You may not assign, transfer
or sublicense any of Your rights (if any) under the User Terms. The User Terms are binding on
all DeepQ successors and assignees.

Entire Agreement. Unless otherwise provided in the applicable end user license agreement
between You, Your employer or organization and DeepQ, the User Terms constitute the entire
agreement for the license and use of the Platform, any Services and Service Products.

Contact Information. If you have any question about the User Terms, please send all notices and
letters to:

To: DeepQ Technology Corporation
Attention: Data Protection Officer
13F., No. 207-5, Sec. 3, Beixin Rd.

Xindian District, New Taipei City 231 Taiwan



(a)

(b)

(©)
(d)

(a)

(b)

Exhibit I
STANDARD CONTRACTUAL CLAUSES

SECTION I

Clause 1
Purpose and scope

The purpose of these standard contractual clauses is to ensure compliance with the requirements
of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation) for the transfer of personal data to
a third country.

The Parties:

(i)  You, as the user of DeepQ Al Platform (hereinafter “entity/ies”) transferring the personal
data, as listed in Annex L.A. (hereinafter each “data exporter”), and

(i) DEEPQ TECHNOLOGY CORP., receiving the personal data from the data exporter,
directly or indirectly via another entity also Party to these Clauses, as listed in Annex L.A.
(hereinafter each “data importer™)

have agreed to these standard contractual clauses (hereinafter: “Clauses™).
These Clauses apply with respect to the transfer of personal data as specified in Annex L.B.

The Appendix to these Clauses containing the Annexes referred to therein forms an integral part
of these Clauses.

Clause 2
Effect and invariability of the Clauses

These Clauses set out appropriate safeguards, including enforceable data subject rights and
effective legal remedies, pursuant to Article 46(1) and Article 46 (2)(c) of Regulation (EU)
2016/679 and, with respect to data transfers from controllers to processors, standard contractual
clauses pursuant to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified,
except to select the appropriate Module(s) or to add or update information in the Appendix. This
does not prevent the Parties from including the standard contractual clauses laid down in these
Clauses in a wider contract and/or to add other clauses or additional safeguards, provided that
they do not contradict, directly or indirectly, these Clauses or prejudice the fundamental rights or
freedoms of data subjects.

These Clauses are without prejudice to obligations to which the data exporter is subject by virtue
of Regulation (EU) 2016/679.
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(a)

(b)

(a)

(b)

(©)

Clause 3
Third-party beneficiaries

Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data
exporter and/or data importer, with the following exceptions:

(i)  Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;

(i1)) Clause 8 - Module One: Clause 8.5 (e) and Clause 8.9(b); Module Two: Clause 8.1(b),
8.9(a), (¢), (d) and (e); Module Three: Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d),
(e), (f) and (g); Module Four: Clause 8.1 (b) and Clause 8.3(b);

(iii) Clause 9 - Module Two: Clause 9(a), (c), (d) and (e); Module Three: Clause 9(a), (c), (d)
and (e);

(iv) Clause 12 - Module One: Clause 12(a) and (d); Modules Two and Three: Clause 12(a), (d)
and (f);

(v) Clause 13;

(vi) Clause 15.1(c), (d) and (e);

(vii) Clause 16(e);

(viii) Clause 18 - Modules One, Two and Three: Clause 18(a) and (b); Module Four: Clause 18.
Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.

Clause 4
Interpretation

Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall
have the same meaning as in that Regulation.

These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU)
2016/679.

These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided
for in Regulation (EU) 2016/679.
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Clause 5
Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements between the
Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.

Clause 6
Description of the transfer(s)

The details of the transfer(s), and in particular the categories of personal data that are transferred and the
purpose(s) for which they are transferred, are specified in Annex I.B.

Clause 7 - Optional
Docking clause

(a) An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to
these Clauses at any time, either as a data exporter or as a data importer, by completing the
Appendix and signing Annex L.A.

(b) Once it has completed the Appendix and signed Annex I.A, the acceding entity shall become a
Party to these Clauses and have the rights and obligations of a data exporter or data importer in
accordance with its designation in Annex L.A.

(©) The acceding entity shall have no rights or obligations arising under these Clauses from the period
prior to becoming a Party.

SECTION II - OBLIGATIONS OF THE PARTIES

Clause 8§
Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able,
through the implementation of appropriate technical and organisational measures, to satisfy its obligations
under these Clauses.

MODULE TWO: Transfer controller to processor

8.1 Instructions

(a) The data importer shall process the personal data only on documented instructions from the data
exporter. The data exporter may give such instructions throughout the duration of the contract.

(b) The data importer shall immediately inform the data exporter if it is unable to follow those
instructions.

8.2 Purpose limitation
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The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out
in Annex L.B, unless on further instructions from the data exporter.

8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by
the Parties, available to the data subject free of charge. To the extent necessary to protect business secrets
or other confidential information, including the measures described in Annex Il and personal data, the data
exporter may redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall
provide a meaningful summary where the data subject would otherwise not be able to understand the its
content or exercise his/her rights. On request, the Parties shall provide the data subject with the reasons for
the redactions, to the extent possible without revealing the redacted information. This Clause is without
prejudice to the obligations of the data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become
outdated, it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate
with the data exporter to erase or rectify the data.

8.5 Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end
of the provision of the processing services, the data importer shall, delete all personal data processed on
behalf of the data exporter and certify to the data exporter that it has done so. Until the data is deleted, the
data importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to
the data importer that prohibit deletion of the personal data, the data importer warrants that it will continue
to ensure compliance with these Clauses and will only process it to the extent and for as long as required
under that local law. This is without prejudice to Clause 14, in particular the requirement for the data
importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has
reason to believe that it is or has become subject to laws or practices not in line with the requirements under
Clause 14(a).

8.6 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate
technical and organisational measures to ensure the security of the data, including protection
against a breach of security leading to accidental or unlawful destruction, loss, alteration,
unauthorised disclosure or access to that data (hereinafter “personal data breach”). In assessing
the appropriate level of security, the Parties shall take due account of the state of the art, the costs
of implementation, the nature, scope, context and purpose(s) of processing and the risks involved
in the processing for the data subjects. The Parties shall in particular consider having recourse to
encryption or pseudonymisation, including during transmission, where the purpose of processing
can be fulfilled in that manner. In case of pseudonymisation, the additional information for
attributing the personal data to a specific data subject shall, where possible, remain under the
exclusive control of the data exporter. In complying with its obligations under this paragraph, the
data importer shall at least implement the technical and organisational measures specified in
Annex II. The data importer shall carry out regular checks to ensure that these measures continue
to provide an appropriate level of security.
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(b) The data importer shall grant access to the personal data to members of its personnel only to the
extent strictly necessary for the implementation, management and monitoring of the contract. It
shall ensure that persons authorised to process the personal data have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality.

() In the event of a personal data breach concerning personal data processed by the data importer
under these Clauses, the data importer shall take appropriate measures to address the breach,
including measures to mitigate its adverse effects. The data importer shall also notify the data
exporter without undue delay after having become aware of the breach. Such notification shall
contain the details of a contact point where more information can be obtained, a description of the
nature of the breach (including, where possible, categories and approximate number of data
subjects and personal data records concerned), its likely consequences and the measures taken or
proposed to address the breach including, where appropriate, measures to mitigate its possible
adverse effects. Where, and in so far as, it is not possible to provide all information at the same
time, the initial notification shall contain the information then available and further information
shall, as it becomes available, subsequently be provided without undue delay.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to
comply with its obligations under Regulation (EU) 2016/679, in particular to notify the competent
supervisory authority and the affected data subjects, taking into account the nature of processing
and the information available to the data importer.

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data
relating to criminal convictions and offences (hereinafter “sensitive data”), the data importer shall apply
the specific restrictions and/or additional safeguards described in Annex I.B.

8.8 Onward transfers

The data importer shall only disclose the personal data to a third party on documented instructions from the
data exporter. In addition, the data may only be disclosed to a third party located outside the European
Union (in the same country as the data importer or in another third country, hereinafter “onward transfer”)
if the third party is or agrees to be bound by these Clausesor, under the appropriate Module, or if:

(i)  the onward transfer is to a country benefitting from an adequacy decision pursuant to
Article 45 of Regulation (EU) 2016/679 that covers the onward transfer;

(ii))  the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47
Regulation of (EU) 2016/679 with respect to the processing in question;

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims
in the context of specific administrative, regulatory or judicial proceedings; or

(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or
of another natural person.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.9 Documentation and compliance
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(a)

(b)

(©)

(d)

(e)

The data importer shall promptly and adequately deal with enquiries from the data exporter that
relate to the processing under these Clauses.

The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data
importer shall keep appropriate documentation on the processing activities carried out on behalf
of the data exporter.

The data importer shall make available to the data exporter all information necessary to
demonstrate compliance with the obligations set out in these Clauses and at the data exporter’s
request, allow for and contribute to audits of the processing activities covered by these Clauses,
at reasonable intervals or if there are indications of non-compliance. In deciding on a review or
audit, the data exporter may take into account relevant certifications held by the data importer.

The data exporter may choose to conduct the audit by itself or mandate an independent auditor.
Audits may include inspections at the premises or physical facilities of the data importer and shall,
where appropriate, be carried out with reasonable prior notice.

The Parties shall make the information referred to in paragraphs (b) and (c), including the results
of any audits, available to the competent supervisory authority on request.

MODULE THREE: Transfer processor to processor

8.1
(a)

(b)

(©)

(d)

Instructions

The data exporter has informed the data importer that it acts as processor under the instructions
of its controller(s), which the data exporter shall make available to the data importer prior to
processing.

The data importer shall process the personal data only on documented instructions from the
controller, as communicated to the data importer by the data exporter, and any additional
documented instructions from the data exporter. Such additional instructions shall not conflict
with the instructions from the controller. The controller or data exporter may give further
documented instructions regarding the data processing throughout the duration of the contract.

The data importer shall immediately inform the data exporter if it is unable to follow those
instructions. Where the data importer is unable to follow the instructions from the controller, the
data exporter shall immediately notify the controller.

The data exporter warrants that it has imposed the same data protection obligations on the data
importer as set out in the contract or other legal act under Union or Member State law between
the controller and the data exporter.
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8.2 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out
in Annex LB., unless on further instructions from the controller, as communicated to the data importer by
the data exporter, or from the data exporter.

8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by
the Parties, available to the data subject free of charge. To the extent necessary to protect business secrets
or other confidential information, including personal data, the data exporter may redact part of the text of
the Appendix prior to sharing a copy, but shall provide a meaningful summary where the data subject would
otherwise not be able to understand its content or exercise his/her rights. On request, the Parties shall
provide the data subject with the reasons for the redactions, to the extent possible without revealing the
redacted information.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become
outdated, it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate
with the data exporter to rectify or erase the data.

8.5 Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex [.B. After the
end of the provision of the processing services, the data importer shall delete all personal data processed
on behalf of the controller and certify to the data exporter that it has done so. Until the data is deleted or
returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws
applicable to the data importer that prohibit return or deletion of the personal data, the data importer
warrants that it will continue to ensure compliance with these Clauses and will only process it to the
extent and for as long as required under that local law. This is without prejudice to Clause 14, in
particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout
the duration of the contract if it has reason to believe that it is or has become subject to laws or practices
not in line with the requirements under Clause 14(a).

8.6 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate
technical and organisational measures to ensure the security of the data, including protection
against a breach of security leading to accidental or unlawful destruction, loss, alteration,
unauthorised disclosure or access to that data (hereinafter “personal data breach”). In assessing
the appropriate level of security, they shall take due account of the state of the art, the costs of
implementation, the nature, scope, context and purpose(s) of processing and the risks involved in
the processing for the data subject. The Parties shall in particular consider having recourse to
encryption or pseudonymisation, including during transmission, where the purpose of processing
can be fulfilled in that manner. In case of pseudonymisation, the additional information for
attributing the personal data to a specific data subject shall, where possible, remain under the
exclusive control of the data exporter or the controller. In complying with its obligations under
this paragraph, the data importer shall at least implement the technical and organisational
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measures specified in Annex II. The data importer shall carry out regular checks to ensure that
these measures continue to provide an appropriate level of security.

(b) The data importer shall grant access to the data to members of its personnel only to the extent
strictly necessary for the implementation, management and monitoring of the contract. It shall
ensure that persons authorised to process the personal data have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality.

(©) In the event of a personal data breach concerning personal data processed by the data importer
under these Clauses, the data importer shall take appropriate measures to address the breach,
including measures to mitigate its adverse effects. The data importer shall also notify, without
undue delay, the data exporter and, where appropriate and feasible, the controller after having
become aware of the breach. Such notification shall contain the details of a contact point where
more information can be obtained, a description of the nature of the breach (including, where
possible, categories and approximate number of data subjects and personal data records
concerned), its likely consequences and the measures taken or proposed to address the data breach,
including measures to mitigate its possible adverse effects. Where, and in so far as, it is not
possible to provide all information at the same time, the initial notification shall contain the
information then available and further information shall, as it becomes available, subsequently be
provided without undue delay.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to
comply with its obligations under Regulation (EU) 2016/679, in particular to notify its controller
so that the latter may in turn notify the competent supervisory authority and the affected data
subjects, taking into account the nature of processing and the information available to the data
importer.

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data
relating to criminal convictions and offences (hereinafter “sensitive data”), the data importer shall apply
the specific restrictions and/or additional safeguards set out in Annex I.B.

8.8 Onward transfers

The data importer shall only disclose the personal data to a third party on documented instructions from the
controller, as communicated to the data importer by the data exporter. In addition, the data may only be
disclosed to a third party located outside the European Union (in the same country as the data importer or
in another third country, hereinafter “onward transfer”) if the third party is or agrees to be bound by these
Clauses, under the appropriate Module, or if:

(i)  the onward transfer is to a country benefitting from an adequacy decision pursuant to
Article 45 of Regulation (EU) 2016/679 that covers the onward transfer;

(i)  the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of
Regulation (EU) 2016/679;

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims
in the context of specific administrative, regulatory or judicial proceedings; or

(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or
of another natural person.
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Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.9
(a)

(b)

(©)

(d)

(e)

®

Documentation and compliance

The data importer shall promptly and adequately deal with enquiries from the data exporter or the
controller that relate to the processing under these Clauses.

The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data
importer shall keep appropriate documentation on the processing activities carried out on behalf
of the controller.

The data importer shall make all information necessary to demonstrate compliance with the
obligations set out in these Clauses available to the data exporter, which shall provide it to the
controller.

The data importer shall allow for and contribute to audits by the data exporter of the processing
activities covered by these Clauses, at reasonable intervals or if there are indications of non-
compliance. The same shall apply where the data exporter requests an audit on instructions of the
controller. In deciding on an audit, the data exporter may take into account relevant certifications
held by the data importer.

Where the audit is carried out on the instructions of the controller, the data exporter shall make
the results available to the controller.

The data exporter may choose to conduct the audit by itself or mandate an independent auditor.
Audits may include inspections at the premises or physical facilities of the data importer and shall,
where appropriate, be carried out with reasonable notice.

The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any
audits, available to the competent supervisory authority on request.

Clause 9

Use of sub-processors

MODULE TWO: Transfer controller to processor

(2)

(b)

GENERAL WRITTEN AUTHORISATION The data importer has the data exporter’s general
authorisation for the engagement of sub-processor(s) from an agreed list. The data importer shall
specifically inform the data exporter in writing of any intended changes to that list through the
addition or replacement of sub-processors at least 30 days in advance, thereby giving the data
exporter sufficient time to be able to object to such changes prior to the engagement of the sub-
processor(s). The data importer shall provide the data exporter with the information necessary to
enable the data exporter to exercise its right to object.

Where the data importer engages a sub-processor to carry out specific processing activities (on
behalf of the data exporter), it shall do so by way of a written contract that provides for, in
substance, the same data protection obligations as those binding the data importer under these
Clauses, including in terms of third-party beneficiary rights for data subjects. The Parties agree
that, by complying with this Clause, the data importer fulfils its obligations under Clause 8.8. The
data importer shall ensure that the sub-processor complies with the obligations to which the data
importer is subject pursuant to these Clauses.
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(©)

(d)

(e)

The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor
agreement and any subsequent amendments to the data exporter. To the extent necessary to protect
business secrets or other confidential information, including personal data, the data importer may
redact the text of the agreement prior to sharing a copy.

The data importer shall remain fully responsible to the data exporter for the performance of the
sub-processor’s obligations under its contract with the data importer. The data importer shall
notify the data exporter of any failure by the sub-processor to fulfil its obligations under that
contract.

The data importer shall agree a third-party beneficiary clause with the sub-processor whereby - in
the event the data importer has factually disappeared, ceased to exist in law or has become
insolvent - the data exporter shall have the right to terminate the sub-processor contract and to
instruct the sub-processor to erase or return the personal data.

MODULE THREE: Transfer processor to processor

(a)

(b)

(©)

(d)

(e)

GENERAL WRITTEN AUTHORISATION The data importer has the controller’s
general authorisation for the engagement of sub-processor(s) from an agreed list. The data
importer shall specifically inform the controller in writing of any intended changes to that
list through the addition or replacement of sub-processors at least 30 days in advance,
thereby giving the controller sufficient time to be able to object to such changes prior to
the engagement of the sub-processor(s). The data importer shall provide the controller
with the information necessary to enable the controller to exercise its right to object. The
data importer shall inform the data exporter of the engagement of the sub-processor(s).

Where the data importer engages a sub-processor to carry out specific processing
activities (on behalf of the controller), it shall do so by way of a written contract that
provides for, in substance, the same data protection obligations as those binding the data
importer under these Clauses, including in terms of third-party beneficiary rights for data
subjects. The Parties agree that, by complying with this Clause, the data importer fulfils
its obligations under Clause 8.8. The data importer shall ensure that the sub-processor
complies with the obligations to which the data importer is subject pursuant to these
Clauses.

The data importer shall provide, at the data exporter’s or controller’s request, a copy of
such a sub-processor agreement and any subsequent amendments. To the extent necessary
to protect business secrets or other confidential information, including personal data, the
data importer may redact the text of the agreement prior to sharing a copy.

The data importer shall remain fully responsible to the data exporter for the performance
of the sub-processor’s obligations under its contract with the data importer. The data
importer shall notify the data exporter of any failure by the sub-processor to fulfil its
obligations under that contract.

The data importer shall agree a third-party beneficiary clause with the sub-processor
whereby - in the event the data importer has factually disappeared, ceased to exist in law
or has become insolvent - the data exporter shall have the right to terminate the sub-
processor contract and to instruct the sub-processor to erase or return the personal data.
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Clause 10
Data subject rights

MODULE TWO: Transfer controller to processor

(a)

(b)

(©)

The data importer shall promptly notify the data exporter of any request it has received from a
data subject. It shall not respond to that request itself unless it has been authorised to do so by the
data exporter.

The data importer shall assist the data exporter in fulfilling its obligations to respond to data
subjects’ requests for the exercise of their rights under Regulation (EU) 2016/679. In this regard,
the Parties shall set out in Annex II the appropriate technical and organisational measures, taking
into account the nature of the processing, by which the assistance shall be provided, as well as the
scope and the extent of the assistance required.

In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the
instructions from the data exporter.

MODULE THREE: Transfer processor to processor

(a)

(b)

(a)

The data importer shall promptly notify the data exporter and, where appropriate, the
controller of any request it has received from a data subject, without responding to that
request unless it has been authorised to do so by the controller.

The data importer shall assist, where appropriate in cooperation with the data exporter,
the controller in fulfilling its obligations to respond to data subjects’ requests for the
exercise of their rights under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725,
as applicable. In this regard, the Parties shall set out in Annex II the appropriate technical
and organisational measures, taking into account the nature of the processing, by which
the assistance shall be provided, as well as the scope and the extent of the assistance
required.

Clause 11
Redress

The data importer shall inform data subjects in a transparent and easily accessible format, through
individual notice or on its website, of a contact point authorised to handle complaints. It shall deal
promptly with any complaints it receives from a data subject.

MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

(b)

In case of a dispute between a data subject and one of the Parties as regards compliance with these
Clauses, that Party shall use its commercially reasonable efforts to resolve the issue amicably in
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(©)

(d)

(e)

®

a timely fashion. The Parties shall keep each other informed about such disputes and, where
appropriate, cooperate in resolving them.

Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data
importer shall accept the decision of the data subject to:

(i)  lodge a complaint with the supervisory authority in the Member State of his/her habitual
residence or place of work, or the competent supervisory authority pursuant to Clause 13;

(ii))  refer the dispute to the competent courts within the meaning of Clause 18.

The Parties accept that the data subject may be represented by a not-for-profit body, organisation
or association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.

The data importer shall abide by a decision that is binding under the applicable EU or Member
State law.

The data importer agrees that the choice made by the data subject will not prejudice his/her
substantive and procedural rights to seek remedies in accordance with applicable laws.

Clause 12
Liability

MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

(a)

(b)

(©)

(d)

(e)

®

(2

Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by
any breach of these Clauses.

The data importer shall be liable to the data subject, and the data subject shall be entitled to receive
compensation, for any material or non-material damages the data importer or its sub-processor
causes the data subject by breaching the third-party beneficiary rights under these Clauses.

Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data
subject shall be entitled to receive compensation, for any material or non-material damages the
data exporter or the data importer (or its sub-processor) causes the data subject by breaching the
third-party beneficiary rights under these Clauses. This is without prejudice to the liability of the
data exporter and, where the data exporter is a processor acting on behalf of a controller, to the
liability of the controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as
applicable.

The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused
by the data importer (or its sub-processor), it shall be entitled to claim back from the data importer
that part of the compensation corresponding to the data importer’s responsibility for the damage.

Where more than one Party is responsible for any damage caused to the data subject as a result of
a breach of these Clauses, all responsible Parties shall be jointly and severally liable and the data
subject is entitled to bring an action in court against any of these Parties.

The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim
back from the other Party/ies that part of the compensation corresponding to its / their
responsibility for the damage.

The data importer may not invoke the conduct of a sub-processor to avoid its own liability.
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Clause 13

Supervision

MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

(a)

(b)

[Where the data exporter is established in an EU Member State:] The supervisory authority
with responsibility for ensuring compliance by the data exporter with Regulation (EU) 2016/679
as regards the data transfer, as indicated in Annex L.C, shall act as competent supervisory
authority.

[Where the data exporter is not established in an EU Member State, but falls within the
territorial scope of application of Regulation (EU) 2016/679 in accordance with its Article
3(2) and has appointed a representative pursuant to Article 27(1) of Regulation (EU)
2016/679:] The supervisory authority of the Member State in which the representative within the
meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in Annex I.C,
shall act as competent supervisory authority.

[Where the data exporter is not established in an EU Member State, but falls within the
territorial scope of application of Regulation (EU) 2016/679 in accordance with its Article
3(2) without however having to appoint a representative pursuant to Article 27(2) of
Regulation (EU) 2016/679:] The supervisory authority of one of the Member States in which the
data subjects whose personal data is transferred under these Clauses in relation to the offering of
goods or services to them, or whose behaviour is monitored, are located, as indicated in Annex
L.C, shall act as competent supervisory authority.

The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent
supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In
particular, the data importer agrees to respond to enquiries, submit to audits and comply with the
measures adopted by the supervisory authority, including remedial and compensatory measures.
It shall provide the supervisory authority with written confirmation that the necessary actions have
been taken.

SECTION IIT — LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC

AUTHORITIES

Clause 14

Local laws and practices affecting compliance with the Clauses

MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

(a)

The Parties warrant that they have no reason to believe that the laws and practices in the third
country of destination applicable to the processing of the personal data by the data importer,
including any requirements to disclose personal data or measures authorising access by public
authorities, prevent the data importer from fulfilling its obligations under these Clauses. This is
based on the understanding that laws and practices that respect the essence of the fundamental
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(b)

(©)

(d)

(e)

6]

rights and freedoms and do not exceed what is necessary and proportionate in a democratic society
to safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in
contradiction with these Clauses.

The Parties declare that in providing the warranty in paragraph (a), they have taken due account
in particular of the following elements:

(i)  the specific circumstances of the transfer, including the length of the processing chain, the
number of actors involved and the transmission channels used; intended onward transfers;
the type of recipient; the purpose of processing; the categories and format of the transferred
personal data; the economic sector in which the transfer occurs; the storage location of the
data transferred;

(ii))  the laws and practices of the third country of destination— including those requiring the
disclosure of data to public authorities or authorising access by such authorities — relevant
in light of the specific circumstances of the transfer, and the applicable limitations and
safeguards;

(iii) any relevant contractual, technical or organisational safeguards put in place to supplement
the safeguards under these Clauses, including measures applied during transmission and to
the processing of the personal data in the country of destination.

The data importer warrants that, in carrying out the assessment under paragraph (b), it has made
its commercially reasonable efforts to provide the data exporter with relevant information and
agrees that it will continue to cooperate with the data exporter in ensuring compliance with these
Clauses.

The Parties agree to document the assessment under paragraph (b) and make it available to the
competent supervisory authority on request.

The data importer agrees to notify the data exporter promptly if, after having agreed to these
Clauses and for the duration of the contract, it has reason to believe that it is or has become subject
to laws or practices not in line with the requirements under paragraph (a), including following a
change in the laws of the third country or a measure (such as a disclosure request) indicating an
application of such laws in practice that is not in line with the requirements in paragraph (a). [For
Module Three: The data exporter shall forward the notification to the controller.]

Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to
believe that the data importer can no longer fulfil its obligations under these Clauses, the data
exporter shall promptly identify appropriate measures (e.g. technical or organisational measures
to ensure security and confidentiality) to be adopted by the data exporter and/or data importer to
address the situation [for Module Three: , if appropriate in consultation with the controller]. The
data exporter shall suspend the data transfer if it considers that no appropriate safeguards for such
transfer can be ensured, or if instructed by [for Module Three: the controller or] the competent
supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the
contract, insofar as it concerns the processing of personal data under these Clauses. If the contract
involves more than two Parties, the data exporter may exercise this right to termination only with
respect to the relevant Party, unless the Parties have agreed otherwise. Where the contract is
terminated pursuant to this Clause, Clause 16(d) and (e) shall apply.

Clause 15

Obligations of the data importer in case of access by public authorities
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MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

15.1
(a)

(b)

(©)

(d)

(e)

15.2
(a)

(b)

Notification

The data importer agrees to notify the data exporter and, where possible, the data subject promptly
(if necessary with the help of the data exporter) if it:

(i)  receives a legally binding request from a public authority, including judicial authorities,
under the laws of the country of destination for the disclosure of personal data transferred
pursuant to these Clauses; such notification shall include information about the personal
data requested, the requesting authority, the legal basis for the request and the response
provided; or

(i) becomes aware of any direct access by public authorities to personal data transferred
pursuant to these Clauses in accordance with the laws of the country of destination; such
notification shall include all information available to the importer.

[For Module Three: The data exporter shall forward the notification to the controller.]

If the data importer is prohibited from notifying the data exporter and/or the data subject under
the laws of the country of destination, the data importer agrees to use its commercially reasonable
efforts to obtain a waiver of the prohibition, with a view to communicating as much information
as possible, as soon as possible. The data importer agrees to document its commercially
reasonable efforts in order to be able to demonstrate them on request of the data exporter.

Where permissible under the laws of the country of destination, the data importer agrees to
provide the data exporter, at regular intervals for the duration of the contract, with as much
relevant information as possible on the requests received (in particular, number of requests, type
of data requested, requesting authority/ies, whether requests have been challenged and the
outcome of such challenges, etc.). [For Module Three: The data exporter shall forward the
information to the controller.]

The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the
duration of the contract and make it available to the competent supervisory authority on request.

Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause
14(e) and Clause 16 to inform the data exporter promptly where it is unable to comply with these
Clauses.

Review of legality and data minimisation

The data importer agrees to review the legality of the request for disclosure, in particular whether
it remains within the powers granted to the requesting public authority, and to challenge the
request if, after careful assessment, it concludes that there are reasonable grounds to consider that
the request is unlawful under the laws of the country of destination, applicable obligations under
international law and principles of international comity. The data importer shall, under the same
conditions, pursue possibilities of appeal. When challenging a request, the data importer shall
seek interim measures with a view to suspending the effects of the request until the competent
judicial authority has decided on its merits. It shall not disclose the personal data requested until
required to do so under the applicable procedural rules. These requirements are without prejudice
to the obligations of the data importer under Clause 14(e).

The data importer agrees to document its legal assessment and any challenge to the request for
disclosure and, to the extent permissible under the laws of the country of destination, make the
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(©)

(a)

(b)

(©)

(d)

(e)

documentation available to the data exporter. It shall also make it available to the competent
supervisory authority on request. [For Module Three: The data exporter shall make the assessment
available to the controller.]

The data importer agrees to provide the minimum amount of information permissible when
responding to a request for disclosure, based on a reasonable interpretation of the request.

SECTION 1V — FINAL PROVISIONS

Clause 16
Non-compliance with the Clauses and termination

The data importer shall promptly inform the data exporter if it is unable to comply with these
Clauses, for whatever reason.

In the event that the data importer is in breach of these Clauses or unable to comply with these
Clauses, the data exporter shall suspend the transfer of personal data to the data importer until
compliance is again ensured or the contract is terminated. This is without prejudice to Clause

14(f).

The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing
of personal data under these Clauses, where:

(i)  the data exporter has suspended the transfer of personal data to the data importer pursuant
to paragraph (b) and compliance with these Clauses is not restored within a reasonable time
and in any event within one month of suspension;

(i)  the data importer is in substantial or persistent breach of these Clauses; or

(iii) the data importer fails to comply with a binding decision of a competent court or
supervisory authority regarding its obligations under these Clauses.

In these cases, it shall inform the competent supervisory authority [for Module Three: and the
controller] of such non-compliance. Where the contract involves more than two Parties, the data
exporter may exercise this right to termination only with respect to the relevant Party, unless the
Parties have agreed otherwise.

Personal data that has been transferred prior to the termination of the contract pursuant to
paragraph (c) shall immediately be deleted in its entirety. The same shall apply to any copies of
the data. The data importer shall certify the deletion of the data to the data exporter. Until the data
is deleted, the data importer shall continue to ensure compliance with these Clauses. In case of
local laws applicable to the data importer that prohibit the deletion of the transferred personal data,
the data importer warrants that it will continue to ensure compliance with these Clauses and will
only process the data to the extent and for as long as required under that local law.

Either Party may revoke its agreement to be bound by these Clauses where (i) the European
Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers
the transfer of personal data to which these Clauses apply; or (ii) Regulation (EU) 2016/679
becomes part of the legal framework of the country to which the personal data is transferred. This
is without prejudice to other obligations applying to the processing in question under Regulation
(EU) 2016/679.
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Clause 17
Governing law
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

These Clauses shall be governed by the law of England and Wales. Where such law does not allow for
third-party beneficiary rights, they shall be governed by the law of another EU Member State that does
allow for third-party beneficiary rights. The Parties agree that this shall be the law of Ireland.]

Clause 18
Choice of forum and jurisdiction
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor
(a) Any dispute arising from these Clauses shall be resolved by the courts of London.

(b) A data subject may also bring legal proceedings against the data exporter and/or data importer
before the courts of the Member State in which he/she has his/her habitual residence.

(c) The Parties agree to submit themselves to the jurisdiction of such courts.
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APPENDIX

EXPLANATORY NOTE:

It must be possible to clearly distinguish the information applicable to each transfer or category of transfers
and, in this regard, to determine the respective role(s) of the Parties as data exporter(s) and/or data
importer(s). This does not necessarily require completing and signing separate appendices for each
transfer/category of transfers and/or contractual relationship, where this transparency can achieved through
one appendix. However, where necessary to ensure sufficient clarity, separate appendices should be used.

ANNEX I

A. LIST OF PARTIES
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

Data exporter(s):

Name:

You, a user of DeepQ Al Platform

Adresss or E-mail Address:

Referred to the contact information You provided to DeepQ
Contact person’s name, position and contact details:

Referred to the contact information You provided to DeepQ
Activities relevant to the data transferred under these Clauses:
Upload to DeepQ Al Platform or provide DeepQ with the images which may contain peronal data
for the purpose of Al model training and deployment

Role:

Controller or processor, as the case may be

Data importer(s): [/dentity and contact details of the data importer(s), including any contact person with
responsibility for data protection]

1.

2.

Name:

DeepQ Technology Corp.

Address:

13F., No. 207-5, Sec. 3, Beixin Rd., Xindian Dist., New Taipei City 231, Taiwan

Contact person’s name, position and contact details:

Data Protection Officer, global-privacy@htc.com

Activities relevant to the data transferred under these Clauses:

Process the images which may contain peronal data You uploaded to DeepQ Al Platform or
provided with DeepQ soely on Your instruction. The data processing may include deleting the
images, changing the format of the images, and other forms of processing.

Role:

Processor

B. DESCRIPTION OF TRANSFER
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MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

Categories of data subjects whose personal data is transferred: as shown in the images uploaded or
provided by data exporter.

Categories of personal data transferred: as shown in the images uploaded or provided by data exporter.

Sensitive data transferred (if applicable) and applied restrictions or safeguards: only authorized
personnel and third party service providers are permitted access to personal information, and that access is
limited by need.

The frequency of the transfer: the data is transferred on an one-off basis.

Nature of the processing: data hosting and database solution.

Purpose(s) of the data transfer and further processing: for data hosting and database solution provided
by selected third party service providers.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period: the data will be retained (i) within the term where the data exporter remain as a
licensed user of the DeepQ Al Platform and (ii) one (1) year after such license to use has expired or been
terminated for the purpose of DeepQ continuing its proper management and administration.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing:
data will be transferred to selected third party service providers for the pirpose of data hosting and database
solution. The data will be retained (i) within the term where the data exporter remain as a licensed user of
the DeepQ Al Platform and (ii) one (1) year after such license to use has expired or been terminated for the
purpose of DeepQ continuing its proper management and administration.
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C. COMPETENT SUPERVISORY AUTHORITY
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

[Where the data exporter is established in an EU Member State:] the supervisory authority of the EU
Member State in which the data exporter is established.

[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a
representative pursuant to Article 27(1) of Regulation (EU) 2016/679:] the supervisory authority of the
EU Member State where the data exporter’s representative is established.

[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to
appoint a representative pursuant to Article 27(2) of Regulation (EU) 2016/679:] the supervisory
authority of one of the EU Member State in which the data subject(s) is located.
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ANNEX II - TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL
AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA

MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

Measures of pseudonymisation and encryption of personal data:
Has been complied with DeepQ Security document S-G20-03 Information Asset Category and Group,
S-0O21Encrpytion Management Process

Measures for ensuring ongoing confidentiality, integrity, availability and resilience of processing
systems and services:

Has been complied with DeepQ Security Document S-O19-01, Disaster Recovery Plan, S-O19-02
Disaster Recovery Drill Report

Measures for ensuring the ability to restore the availability and access to personal data in a timely
manner in the event of a physical or technical incident:

Has been complied with DeepQ Security Document S-0O19-01, Disaster Recovery Plan, S-O19-02
Disaster Recovery Drill Report

Processes for regularly testing, assessing and evaluating the effectiveness of technical and
organizational measures in order to ensure the security of the processing:

Has been complied with DeepQ Security Document S-GI8 Information System Acquisition
Development and Maintenance Guidelines

Measures for user identification and authorization:
Has been complied with DeepQ Security Document S-O06 Account Management Process

Measures for the protection of data during transmission:
Has been complied with DeepQ Security Document S-G20-03 Information Asset Category and Group,
S-021Encrpytion Management Process

Measures for the protection of data during storage:
Has been complied with DeepQ Security Document S-G20-03 Information Asset Category and Group,
S-021Encrpytion Management Process

Measures for ensuring physical security of locations at which personal data are processed:
Has been complied with DeepQ Security Document S-O02 Physical Security Process

Measures for ensuring events logging
Has been complied with DeepQ Security Document S-O12 Log Management Process
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Measures for ensuring system configuration, including default configuration
Has been complied with DeepQ Security Document S-GI8 Information System Acquisition
Development and Maintenance Guidelines

Measures for internal IT and IT security governance and management:
Has been complied with DeepQ Security Document S-O07 System Operation Process, S-O04 Network
Security Management Process

Measures for certification/assurance of processes and products:
Has been complied with DeepQ Security Document S-O16 Application Development and Deployment
Security Process

Measures for ensuring data minimization:
Has been complied with DeepQ Security Document P-G06 Personal Information Processing
Guideline

Measures for ensuring data quality
Has been complied with DeepQ Security Document P-G06 Personal Information Processing
Guideline

Measures for ensuring limited data retention:
Has been complied with DeepQ Security Document P-G06 Personal Information Processing
Guideline

Measures for ensuring accountability:
Has been complied with DeepQ Security Document S-G20 Information Asset Management Guideline,
S-G02 Security Operation Guidelines

Measures for allowing data portability and ensuring erasure:
Has been complied with DeepQ Security Document P-GI13 Data Subject Rights Exercise and
Management Guideline, S-O05 Data Handling Process

For transfers to (sub-) processors, also describe the specific technical and organisational measures to be
taken by the (sub-) processor to be able to provide assistance to the controller and, for transfers from a
processor to a sub-processor, to the data exporter

1.

Google: https://cloud.google.com/security
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2. MongoDB: https://www.mongodb.com/docs/manual/security/

ANNEX IIT — LIST OF SUB-PROCESSORS

MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

The controller has authorised the use of the following sub-processors:

1. Name: Google (that is, Google Asia Pacific Pte. Ltd., based in Singapore)
Address: 8 Marina Boulevard, #05-02, Marina Bay Financial Centre, Singapore 018981.
Contact number: +65-65218000
Description of processing: Google provides Google Cloud Platform on which DeepQ Al Platform was
built up.

2. Name: MongoDB (MongoDB Asia Pacific site, based in Australia )
Address: Rialto Towers (South) Level 46 Tenancy 4, 525 Collins Street, Melbourne VIC 3000 Australia
Contact number: +61 1300 103 899
Description of processing: MongoDB Atlas runs on Google Cloud Platform. It is where DeepQ Al
Platform stores the project and task metadata of the DeepQ Al Platform user.
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Exhibit I1
Business Associate Agreement

Definitions

Catch-all definition:

The following terms used in this Business Associate Agreement shall have the same meaning as those
terms in the HIPAA Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care
Operations, Individual, Minimum Necessary, Notice of Privacy Practices, Protected Health Information,
Required By Law, Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information,
and Use.

Specific definitions:

(a) Business Associate. “Business Associate” shall generally have the same meaning as the term
“business associate” at 45 CFR 160.103, and in reference to the party to this agreement, shall mean
DEEPQ TECHNOLOGY CORP.

(b) Covered Entity. “Covered Entity” shall generally have the same meaning as the term “covered
entity” at 45 CFR 160.103, and in reference to the party to this agreement, shall mean You, as a user
of DeepQ AI Platform.

(c) HIPAA Rules. “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and
Enforcement Rules at 45 CFR Part 160 and Part 164.

Obligations and Activities of Business Associate
Business Associate agrees to:

(a) Not use or disclose protected health information other than as permitted or required by the
Agreement or as required by law;

(b) Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to
electronic protected health information, to prevent use or disclosure of protected health information
other than as provided for by the Agreement;

(c) Report to covered entity any use or disclosure of protected health information not provided for by
the Agreement of which it becomes aware, including breaches of unsecured protected health
information as required at 45 CFR 164.410, and any security incident of which it becomes aware;

(d) In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any
subcontractors that create, receive, maintain, or transmit protected health information on behalf of the
business associate agree to the same restrictions, conditions, and requirements that apply to the
business associate with respect to such information;

(e) Make available protected health information in a designated record set to the covered entity as
necessary to satisfy covered entity’s obligations under 45 CFR 164.524;
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(f) Make any amendment(s) to protected health information in a designated record set as directed or
agreed to by the covered entity pursuant to 45 CFR 164.526, or take other measures as necessary to
satisfy covered entity’s obligations under 45 CFR 164.526;

(g) Maintain and make available the information required to provide an accounting of disclosures to
the covered entity as necessary to satisfy covered entity’s obligations under 45 CFR 164.528;

(h) To the extent the business associate is to carry out one or more of covered entity’s obligation(s)
under Subpart E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the
covered entity in the performance of such obligation(s); and

(i) Make its internal practices, books, and records available to the Secretary for purposes of
determining compliance with the HIPAA Rules.

Permitted Uses and Disclosures by Business Associate

(a) Business associate may only use or disclose protected health information as necessary to perform
the services set forth in this Agreement or User Terms. Business associate is authorized to use
protected health information to de-identify the information in accordance with 45 CFR 164.514(a)-(c)
only for providing services pursuant to this Agreement or User Terms.

(b) Business associate may use or disclose protected health information as required by law.

(c) Business associate agrees to make uses and disclosures and requests for protected health
information consistent with covered entity’s minimum necessary policies and procedures.

(d) Business associate may not use or disclose protected health information in a manner that would
violate Subpart E of 45 CFR Part 164 if done by covered entity except for the specific uses and
disclosures set forth below.

(¢) Business associate may use protected health information for the proper management and
administration of the business associate or to carry out the legal responsibilities of the business
associate.

(f) Business associate may disclose protected health information for the proper management and
administration of business associate or to carry out the legal responsibilities of the business associate,
provided the disclosures are required by law, or business associate obtains reasonable assurances from
the person to whom the information is disclosed that the information will remain confidential and used
or further disclosed only as required by law or for the purposes for which it was disclosed to the
person, and the person notifies business associate of any instances of which it is aware in which the
confidentiality of the information has been breached.

(g) Business associate may provide data aggregation services relating to the health care operations of
the covered entity.

Provisions for Covered Entity to Inform Business Associate of Privacy Practices and Restrictions
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(a) Covered entity shall notify business associate of any limitation(s) in the notice of privacy practices
of covered entity under 45 CFR 164.520, to the extent that such limitation may affect business
associate’s use or disclosure of protected health information.

(b) Covered entity shall notify business associate of any changes in, or revocation of, the permission
by an individual to use or disclose his or her protected health information, to the extent that such
changes may affect business associate’s use or disclosure of protected health information.

(c) Covered entity shall notify business associate of any restriction on the use or disclosure of
protected health information that covered entity has agreed to or is required to abide by under 45 CFR
164.522, to the extent that such restriction may affect business associate’s use or disclosure of
protected health information.

Permissible Requests by Covered Entity

Except as otherwise provided herein, covered entity shall not request business associate to use or disclose
protected health information in any manner that would not be permissible under Subpart E of 45 CFR Part
164 if done by covered entity.

Term and Termination

(a) Term. The Term of this Agreement shall be effective as of these User Terms coming into effect,
and shall terminate upon these User Terms ceasing to apply between covered entity and business
associate or on the date covered entity terminates for cause as authorized in paragraph (b) of this
Section, whichever is sooner.

(b) Termination for Cause. Business associate authorizes termination of this Agreement by covered
entity, if covered entity determines business associate has violated a material term of the Agreement
and business associate has not cured the breach or ended the violation within 2 month upon
notification of such breach or violation by covered entity.

(c) Obligations of Business Associate Upon Termination.

Except as otherwise provided herein, after one (1) year of termination of this Agreement for any
reason, business associate shall destroy all protected health information received from covered entity,
or created, maintained, or received by business associate on behalf of covered entity, that the business
associate still maintains in any form. Business associate shall retain no copies of the protected health
information.

If applicable, upon termination of this Agreement for any reason, business associate, with respect to
protected health information received from covered entity, or created, maintained, or received by
business associate on behalf of covered entity, shall:

(i)  Retain only that protected health information which is necessary for business associate to
continue its proper management and administration or to carry out its legal
responsibilities;

(i) Return to covered entity [or, if agreed to by covered entity, destroy] the remaining
protected health information that the business associate still maintains in any form;

35



(iii)  Continue to use appropriate safeguards and comply with Subpart C of 45 CFR Part 164
with respect to electronic protected health information to prevent use or disclosure of the
protected health information, other than as provided for in this Section, for as long as
business associate retains the protected health information;

(iv) Not use or disclose the protected health information retained by business associate other
than for the purposes for which such protected health information was retained and
subject to the same conditions set out at paragraphs (e) and (f) above under “Permitted
Uses and Disclosures By Business Associate” which applied prior to termination; and

(v)  Return to covered entity [or, if agreed to by covered entity, destroy] the protected health
information retained by business associate when it is no longer needed by business
associate for its proper management and administration or to carry out its legal
responsibilities.

(d) Survival. The obligations of business associate under this Section shall survive the termination of
this Agreement.

Miscellaneous

(a) Regulatory References. A reference in this Agreement to a section in the HIPAA Rules means the
section as in effect or as amended.

(b) Amendment. The Parties agree to take such action as is necessary to amend this Agreement from
time to time as is necessary for compliance with the requirements of the HIPAA Rules and any other
applicable law.

(c) Interpretation. Any ambiguity in this Agreement shall be interpreted to permit compliance with the
HIPAA Rules.
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(a) MEEERE  ERRAZENSERBLEZHESMRENSUZREIINRESS
BREZRINEE - EERNMAZNEEZSE BINNEREINEE) - BEDIRER
30 RUERBHERBLE DA TERBLEZEENRKBERERBAZZERINGED
AIEABILIEEE - BHEERBLBSUTEIIERET  ERRAZROERELEE
Al

HFERNBAZZIRINEE (RXENELE) ETREZENEREY - ERBAE

BTFRINFAZZEEEELN  ZaNPRESEXRRER ZERBAZERRER

BIFRR - BEERERRBUE=AREABDTEEN - XERESARE - HFER

MAZBTEREREX - DRAERBAZRRE 88BN & -

() ERMAZREKENBLEZER  RE-MEERIIBEBEHN (HBSREEHE R
&) ZEHE - RIFEFENBAEMEEEN (BSRAER) 20 BHERN - B
WAZRRBEDNARBRER MR -

(d) ERMAZRERIINBERELERNBAZBSNEF ZBETHERNBLEERT - &
RINBAFORBITZENEY ERBAZRBNERNBALE -

(e) ERMAZRNREEZIINMABEMAZ=AREAGK- IEERBAZEEL
HR D ERLABFEICRSEENE  ERRLEREREALLENBAZEEZIN
MEBZE4 - BARETREINEEMRRERBAER -

G

15 3 EREm TEEE, E TREE,

(a) MEEERE  ERPAZENSERZEHEZZHESMRENSUZREIINRESS
BEEZRINEE - EERBAZNEEZSE (BNNEBBRZINGE) - BEDIRER
30 RUEBEBHERZESHE - LA TERZEHZENRKBERERBAZZEERINGED
AIEABLLIREE - BEFERHERIZBLUTEIEES - Bt AZROERRLESR
Al - ERBAZRRZERINEEZSERBNERELE -
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(b) EERMABRERINGEE (MRERHEHE) ETREZEREEELY - BAZRING

B UEHEH  ZadNPREZEXFRHE ZERBAZERRERHIRN - &

SERERBUBE=SRaAEDTEEN - XMERESARE FERNBAZETS

KIFREK - AIRAERBAERIE 8.8 18 N2&H - ERBAEBIEEREINGE

RIERBAZRAER IR ZET -

ERWMAZREKERNELENEREHENEKR - RE-DEERINEEBEH (8

SRERENE) ZEHK - RFEFENBIEMEEEN (B

HER - BERMAZRREHEDNERIBR S FMAE -

(d) ERMAZRERIINBERELENBAZBSNEF ZBETHERNBLEERT - &

RIINBBFREBITZENES  BERBAZRBNERBLE -

(e) ERMAZRNREEZRIINMABENMASZ=ARZAGK- IEERBAZEEL
HR AREABFENCHESERENE  ERRLERARZLENRAZESZI}
MEBZEK - BAEETREINEEMRREBAER -

BHREAER) 202

#F10E

B TREEFTTE

B2 EnEm TERE, B TEESE,

(a) EREAZWEIER ERZEORKE  BABRNERNBELE - RIFESERAL
HZER  BRNBAZEASEBLOEZBK

(b) E ERSMKERIBARAIZE 2016/679 SRAITHEE K SRR
HEBTELOER - B - DMERES ABRME 1 5 L EEr0R KA E -

BEEERRENAKE « BIRHZHE - BEIZHEREE -
- IETTE R AN (a)/(b) 2 &5

- BERWAZ BHERER

() ERBAZRAETERBLEZER

15 3 . EREm TEEE, E TREEE,
(a) EREAZWEIERERZEWRKE - BRBRNERELE K GEal1T) ERHES
Z - RIFEGERBLAEZRE  BENRAZASERLBZBEXK -
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(b) BRI FEKEREA AR RIS 2016/679 57ELEE 2018/1725 SEITEE R ERREN - BR
mAZRHBHENRLENEREHZBTHLBERT - Bt - XIERESABRK
& N 3 BEER R RARER  BEEEREENTE - BRHEZHE - iz
ENEE -

F11FE
B

(a) ENBAEELUBEBE S ERE 218 - EBEAIBANN 2B HI8RE T B
BB - TR AR R AR A e

B2 EnEm TERE, B TEESE,
153 ERlEnm "EEE, E TEEE,

ESAEEB

(b) EEREREAERI—EBAHEHEFRERERTMEELT - 2
ST T (T

FESESNMEM - REHERDF - XERES ABEMSRAE
170 afFRRmF -

() EERERKARRE 3 BITESFS=STRFAETN - ERAZRUNMEE MNEESR
BERERZRE :
() MEREEZEe TIEth ZEEMEE 2 HEEERE - IR 13 IRRE

ZEEERZEERRIRELPN

(i) B FRRANEIE 13 R2EEEEAR -

(d) MERESABRE - FFENER - AEHEREBERRIZE 2016/679 5528 80 (1)
ME MESRRERER -

(e) ERBAEZRELEMHRBRBIENER AL NEARDZIRE -

() ERBAZRRE  BERERAAZREAEFEERBEASHEANER LRER
EZRCERER -

#F12E
Ef
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152 BEREm TERIE. E TEEE,
15 3 . EREm TEEE, E TREEE,

(@) AERE—HESABRBEERKNERMBMTESARERZEEZERE -

(b) ERAZRNERINBBERER KN ERZE =TRBEARNMERNER R BEM
BAYFENEESE  ERBAZRHEENEIRAE  BERIEFREODERBAEZR
SKEEE -

(o) BERZ(b)ZRE - ERILE - ERBAZ (NEZINHE) BERKRRZE =77
REABNMENERETRRAEMEAIFEREEE  ERBLERYERNER
B8R  BERERAEDERRAZBKEE  FEEAZEBMBERAE 2016/679 57
KERERANE 2018/1725 ME NERBEBZZEE - X (EERBLERERIZEH
EZERNREER) ERERIEZEIE -

d) XERESARE - EERBEZRAZA()RERNERBAZ (NEZINHE)MEH
ERERAER BERBLESHKENBAZREELEADEEE -

(6) EXRRZHUES AR ERATEIREMBHENERRER  ZFESABHE
HERRRARETEML  MEMEESORRE—ESAEHREK -

() XEREZARR EE—ESAKIL(e)RERAHBERETRAER - HS
2 ANKEELCA 7 EREEER -

(9) ERAZEBRZINBERNTAUREBBECHET -

5K E

ok

F13E

h A
EE

152 EREm TERIE E TEEE,

153 ERlEnm "EEE, E TEEE,

() FEERBLEGREREAKEBIRARIIZER : | JIRMH |.C ERBEEREREL
FEREMBRAE 2016/679 sz ERBEREZEEHKE - BRAEEERZEEH
A -
[(EERMELEMIEREBRBASBIRARIIZER - BAFSEBERRISE 2016/679 5756
3 1RQ) MM AR ER EKRERBRANSE 2016/679 3556 27 R(D)RERIR—AILER
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A ] BURS B4 1.C MikEREEARAIZE 2016/679 5758 27 IR()REEL ZHRAMEZ
BBEAEE T EEHKE  BAEEEREZESHKE -
(EERELZHIIEFNRBREBIRARIZER - BRFSEBRAE 2016/679 I37E
3 &) ZMF M N R EMAMKERBRAISE 2016/679 3558 27 R (D) RERIK—AILE
A ARRREMRABBAERERAERNERZTHREE  MKEREEZREA
ERETBIRGR  ZERNTRMEZBRBEMER GIRMHE 1.C) ZEEHKEE - BR
AERERZEEHKE

(b) ERMAZRERRAEEEEEREAZEE  THEEURRNENERZERTE
SEEREEEERE - KFHZ BB AZRRCLBEEXREZHEE - EREZNE
SEERBETRT ZEN - @SmNARERER - ERBAZROEERERKER
HER - BRECRTLETE -

5 |l 1%—EXHF A (Public Authorities) EFIVERK Z A EME S REH

#F14E
FEXGHBIEZEMESRIER
152 BEREm TERIE E TEEE,
153 ERlEm "EEE, E TEEE,

(@) MEMRES AEBRELHERBAE  ERNBAZEEEAAEN ZE=FEREZH
BAl (B aEBEEAEN ZRE « EEBUSHEFI 2 E) SERE @A
ZETAEFRE - BEER  BEEKAZEAEFNREH BAEaHREHET
MM RSB ERURERER RIS 2016/679 5756 23 R(D)HAEE—BEZH
ZHEZRELHES  BRAGEAETREEER -

(b) RMERESANER - REMABEER  Ho@UMESUTER !

() ExEmEREY Q2ENEEREZRE  2HEBEVESE - FIEA
ZEREE  REENEESR BNNSE BRI ERNEEZEM - FiEE
BAZKZEERIER - ENEREENTREESE ENERMRETEZMT
B
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(il EREEEME=FBER AL RES - BB KKERIBERBUFHEN
P BV PR AR 2 SR A< MBS (%%éﬂ@;ﬁ Z B - KRR
HlI B RETE ) ;

(i) EEHERRMUERNER T ERERE 2G4 L - RiTsEBIRERE - &3
BERNEHIBAIERZENR - REEREHENMSE =S ERETEREERE

280 -
(c) EREAEZER  RETHMA(b)EE  HEZBXE LaBES O ER L E R HAEE
Eill - TRIRFHEREERBLESFUBREANRIEE -

(d) MERESARBLEA (D) REZFE - WEBEEEREEHEZEKE - RHEAZ
ESEKRE -

(6) EERBAZRERARIRELREGNEBA - AEAMRGEERRACSRIATNE
BIFR - MezA< R BAERIZ () REAT (B BREF =SB ZESEESIEN
(BlNBEEESK) EREBRZS ARBAN D () REAF) - EREAZ BT AEEL]
EREEE - [HE1EA 3 . ERELE RSB EREH B EE]

() ERELEEWZ A (e) 2B - SIEBEAMAEERNRMAZRIEERTARRZE

#E  BERAHERRFRELES ZER EIEURERENZ S RIRE Z 1Ml A48
f&iE) - MEERBRLEA/AERBAZRT - [SHEEREE 3 Fa7 - ERELEE
A ERHERIE] EERBLERRRE S ZIRERE - ik [BTHERE 3 . ERHEH
Y FEEREERBE ZIEN  ERBLERFLLETERNSR - RIEBEN - &
RELEERNRRERNBEZHER  BREERLEARREH - EARREHNZESEA
ZR_M RIFESAFEER  GUERNBLEERRLLHEFEES ABZAIR
MER - ERFERIRAOREL L - RIBAZE 16 I5(d)K(e) ZHETE -

Z 1518
BT (Public Authorities) G 7N E RIS ERIBIA & 2 # 75
15.1 &0

(@) EBEUNEE ERBAZREAFENERNBLEK (F017) ERlEE (FELE
BEEER@EEZRBET)
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() WEHAXRRERENSEBEME =S BERERSELER ZBABERMA AR
NZBEK ZBIGHRE2SVAKE) ; IWREBNEREZZBUGTEEM B K ZEAE
1 ZBURTEEE 2B/ - 2B KRB A ERER - ERBAZRRHZEE ; 5

(i) MBLER ZBAAERRERSBENME =S EX ZBUFKBIREM AT HET
B WWEdNEESMAENRAZR OIS ZEN -

[$H¥1R4H 3 ERALERSZBAOERHERZEE - ]

(b) BERHSHENME=FERHAT  ERNAASAFBENERNBLE R/ERNE
iz BN AZEREHEEELSEEN - 2R [OERMHER - UEEZELR
EZHGEE - ENMAZRRLCHEESHZESR  URERNBEEERE - oERNE
HE AR -

() EERMBEMBEMNME=FRERHFZAIR N  ERBAZRERTERSHNIBBEAE
HimE R EEH o SR MR BUNHREFE K 2 &M - HRIRHEKZEE - FiE K2
BNz Bk  BENAAZEEHZAEKELER  RUBREZER
% o [BHEEA 3 ENBREE RS ZBA O E RS EEE - |

(d) EREAZRERTERSHRBARFAIL(2) E(Q)ZER - WRAEEEEEHKE
ZRAF - IEERHEHARS %é&?ﬁ °

(e) AT (@) E(QOREAFERNIENE 14 K(e) K5 16 RN BN AZEAFBENERN
WHEZHE -

152 giFUREN&Z/MEZEE

() ERMAZREREER/RRBABER ZBEKZEA MY (BRZZAKEEEZIRLF>
ZHIRHEZ EIREBER) - UARENERR /B EERREZFKEERNEHH
WIS =HBEFES - BERERBIREERR FRASE  BERBAZREHZHB K
ROER - AHEERGET - ERWMAZBEEZIER Med £5F - RERDERR -

ERMAZRSKEREERMUEZBERZUNEREL - EEEEERCAKE
ELBEHR - ERBAZEEEHEER AT ZEXR NBERAER - I ERER
FERGRRE 14 1REBENERBAZZES -

(b) EREAZRIRRSRE AR L2 AEBERKATRE 2Bt - TEERHSmERN

ME=FEZAL A ZBEAR - HRSFLORRHEAENRBLE - TRKEEERE
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B 2K - RSO RAZESKE - BrEE4 3 . ERRLEREZT N

RIEAERIERZE - ]
(c) ERAEZRR - REBIBEBKE  ESEREZBRKZEBERN  ERHER/NEE

ZERHRTE KK -

B IV IF—RARIRR

#F16 F
FIFHZER - BIUEE

(a) EERMAZERHTURABIETNERRE - BREBMERELE -
(b) %EHE ABERYBEZETNMEIRE §+4$HJHj%r$E1+H—I§+ME$H aE A
ZF HEERNBAZBEBEIRAMERREARGRENREZL - RRREATLES 14 1%
f)?‘ﬁm °
(o BUMERZE  BERBNEEAGRREREREZSBENRN - AELILERGEREA
() EREEECKII(b)REL FRERHBE A AT Jr$ A% HREEHEA (&
ABAGEFEERE L —EHRA) & HEAJ\%%?FQ FARIBRRE ;

(i) ERBAZEAAFEERTENRE ;

(i) B AZKRAESE f)“éﬁ%ﬁ%’f&;ﬂﬁ‘iﬁ“h%ﬁﬁﬁ ERMAZRAIGR T R
ZHEHURIDRE -

(d) B LB E -  ERBEERERILSERBBERNGRZBEL SN A S EEEEHE (&t
5 3 . REREFE] - EXGRRERNZESASR_M - RIESEASEBLIE -
SHIERBHEESK LEEHAESEABZEL -

(e) RAGREXN A ILRISHKAI ()R E B 2 BEAFK - ERMAEZREREZZER M
Bk - BI2ZERZENR ERMAZRRER R L EEIERSHER - EER MR
Al BERBAZRBESETAGRIERE  EBERNBAZMESHASRIEERBAZE
RERME  AERBAZRBERESHEEBARIACTLEREMES R ZEH
EAEERERAER -

) BUMEEE  XERE—FEFIABREEITERORZEEBER () RBEZE
ZIRERRHRAIZE 2016/679 F55E 45 R ) BEREA B RHES® 2 REMRITZRE - M
KIEFRBAZORTE ; (i) ERAIZE 2016/679 SRERBERBH BMER 2 /A< 58
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2287 - APREAREHEEREEREERASE 2016/679 58 NER Z&

5 o

#F17E

-3
152 BEREm TERE. E TEEE,
153 ERlEm "EEE, E TEEE,

KERZEBARBREE - EEBARHFRE =D REAEN - AR RRERE MR

=HRBEAENZBEREBAROR - MZBRBAEBARRERD

#F18E

EEEERZ

152 BEiREm TERE. E TEEE,
153 ERlEnm "EEE, E TEEE,

(a) FURATEAREIEZFE - XMEREEAREHBREUAREE -

(b) ERIERTEEFEE Z BB M EBIAREER B L E A/AERBAZRLIARERE
B -

() MERESARBRU LARZEEE -
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Pt 4

B 4 |

. BEABE
152 BEiREm TERE. E TEEE,
153 ERlEnm "EEE, E TEEE,
BEfEmbE -

1. @&/&H
&% (DeepQ Al Platform 2~ %)

2. s EFEHE -
MEIE IR 4 DeepQ ZHE S

3. B AZ ¢ R/HA/ IR ER
MEIEIRH4E DeepQ ZHHE RN

4. RAER e E SR 2 BABRRET 258 !
ER A BEEFIRAEEZBR - FogE2BRAER 2B LEZE DeepQ Al
Platform i fft45 DeepQ °

5. BB
EREGIESNEREEE (IKBERIBERE) -

BEmAE :

1. 2
BEEBMEKRNARAT
2. ik
231 g2 itmiE &R =F 207-5 5% 13 18
3. B Az R/mN/ RS
ER{REE - global-privacy@htc.com
4. RARF & HpriEEn 7 A SKI P iETT 2058 -
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DeepQ EEEEIETR FEEBE LEZE DeepQ Al Platform it 45 DeepQ
g2 AREAERZEE ; ZERNERETHEEITG LB - RkEE 2
FBRZEERN - REMEXZERE -
5. %@:
EREEE -

B. Ef{EH 2

B2 EnEm TERE, B TEESE,

B3 ERlEnm "EEE, E TEEE,
wWEmZEAENREZENERER . MERNRLE CERHEZEEHR -
WEmZEAENER . MERELE LENREZEEIIR -

WEmZEREEAER (MBEER) RFAERAZRGZZZER . EEEKRE  BEF
MBZZANERB=RBRERHAESFNEAER -

BAERER AR . —RMEEHm -
BAEMEEZEXE : ERNEREERERS -

BEAEREHEAREEH BN . KREABEREBRAREZS =T RBREHABURKER
RNEHRENERS -

EABENEEEEN (BT TETH0) ALURAEEA SN BN 22  AAZ
FHBIR I L () (775 DeepQ Al Platform IEEFRESH 2 WPy - R (i) UriEH
EFAMREERA L & — R (EA DeepQ BEETESERRTNEN) B

BAERHEHAEAZRINEER  BABRNEENIEANS - ZERPRB . ERNERNEHRHE
KIERZE ZEN - EABRNBSEBRHAIEEZE-AREFREEES - BABERKBRERNG L
& (i) R A DeepQ Al Platform Tﬁffgﬁﬂ%%%/\zﬂﬁﬁw - R (i) LB E FHEARE fE 25K
#IEE—FR (BN DeepQ B ETEEEERTHERN) B

. FERRZEEKER
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152 BEREm TERIE. E TEEE,
15 3 . EREm TEEE, E TREEE,
[(EERBLEGRBREMEBIRARII ZERE | ] ERBHERUBR ZEEHEE -

[(FERBHEHIFRNBRBENEBIRANRI ZER - BFaEERRZE 2016/679 5756 3
1R Q) Z N R EH SHKEERRAEZE 2016/679 5756 27 R(D)RERIR—UARA ]
ERMEENRAREBEBER ZEEHKE -

EERBLERFRBERERENRT 2 EE  BYSRBERAE 2016/679 K 3
18(2) 2 IS B T ok (R BASE AR EI 55 2016/679 S84 27 IE(DMEIBR— ML FEA : ]
EH R E T — AR S E 2 B -
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M 4 N —¥%iil ;e AR i i (B SRR E LT 2 i K 4B A e e

B2 EnEm TERE, B TEESE,

153 ERlEnm "EEE, E TEEE,

EAEREBZERINE 25

2 1E DeepQ Security X S-G20-03 Information Asset Category and Group, S-
O21Encrpytion Management Process
BREAESNEERAGARGFEESREN - B - JHUEREEE 216
21878 DeepQ Security XX S-019-01, Disaster Recovery Plan, S-019-02
Disaster Recovery Drill Report

SRETERINMERLZEZEHE - BERKBEEHREASH Z0ISM KREFIRERZ
f&Ht

& 1E DeepQ Security X S-019-01, Disaster Recovery Plan, S-019-02
Disaster Recovery Drill Report

AEREAESNEEZZ2M G - FIAFERTRESEE BT 2R
o

281 DeepQ Security 32 S-G18 Information System Acquisition
Development and Maintenance Guidelines

WMEBERES D KRG 25

2 1E DeepQ Security X S-006 Account Management Process

B E RS 2 fREEN

21878 DeepQ Security XX S-G20-03 Information Asset Category and Group, S-
O21Encrpytion Management Process

8\ &R 7 2 (RETENE

2 1E DeepQ Security X S-G20-03 Information Asset Category and Group, S-
O21Encrpytion Management Process

BEREAENEBSH VERETE 218

23818 DeepQ Security 31 S-002 Physical Security Process
ERELSHCER AN

& 1E DeepQ Security X S-O12 Log Management Process

ERAMRTE (BSFRRRE) :
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2 1E DeepQ Security X S-G18 Information System Acquisition
Development and Maintenance Guidelines
NEEMER BRI RZEEE R EBET

21878 DeepQ Security X S-O07 System Operation Process, S-O04 Network
Security Management Process

A K EE mn 2 woae KIRER TR IR

2 1E DeepQ Security X S-O16 Application Development and Deployment
Security Process

EREAERNG/IVEZIER

2181& DeepQ Security XX P-G06 Personal Information Processing Guideline
BREAENRE ZET

2#E1E DeepQ Security X P-G06 Personal Information Processing Guideline
BERAREZBAERNEFHR ZEM

2181& DeepQ Security XX P-G06 Personal Information Processing Guideline
ROl S M 216

2 1E DeepQ Security X S-G20 Information Asset Management Guideline, S-
GO02 Security Operation Guidelines

HEREABERSWAZRINGE - ZEMBPIRIZ Rt AESER - URERESIE K
ERBEE (EENEHENEEEERERIINGE) BHFHE

3. Google: https://cloud.google.com/security

4. MongoDB: https://www.mongodb.com/docs/manual/security/

M II—=IMNRERES &

152 EiREm TERE, E TEEE,
15 3 EREm TEEE, E TREE,
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T (FREREZERIE) IRER NIRINEBETEREE

1. &% : Google (B] Google Asia Pacific Pte. Ltd., i 53 #7/103%)
i 3F : 8 Marina Boulevard, #05-02, Marina Bay Financial Centre, Singapore
018981.
B4 ERE © +65-65218000
EREB 7 - Google REEMEZMT Google Cloud Platform - DeepQ Al
Platform &1 Google Cloud Platform £ -

2. &% : MongoDB (MongoDB Asia Pacific site, based in Australia)
itk : Rialto Towers (South) Level 46 Tenancy 4, 525 Collins Street, Melbourne
VIC 3000 Australia
{EAKEESEE - +61 1300103 899
EREIE 77 - MongoDB Atlas 1718 Google Cloud Platform =z £ - A=
DeepQ Al Platform ZEE REH 2T ER (metadata) -
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Bt £ 11

BB M1 (Business Associate Agreement)
TR
WMEERE :

AEEBHHE 2 NERBER "E#EREo/EEEEE ) ( Health Insurance
Portability and Accountability Act - LUN HIPAA ) 7 FIFEZEHMEE : Ex
(Breach) ~ ERIE S (Data Aggregation) ~ 18 #0#%#H (Designated Record Set) - 8%
(Disclosure) ~ #2ERIREEES) (Health Care Operations) - {EA (Individual)  &/N\HE
A (Minimum Necessary) - BEFAEZE#B %1 (Notice of Privacy Practices)  S2{RZEREE
&ifl (Protected Health Information) ~ fAE#RE (Required By Law) ~ ME &
(Secretary) ~ EFlZ 24 (Security Incident) ~ 38 (Subcontractor) - £A&Z2 7%
REMBEEZEAN (Unsecured Protected Health Information) ~ &fEM (Use).

EREE :

(a) BEBHE. "HERMH. R LB 45CFR160.103 il BXBHEHEREER - ME
AmES  SEBHEEBBRBERAARAT -

(b) RS, TEA%E ., RAI L8 45 CFR160.103 Fifs v B EEHERER - ME
KimpES - BAEERER (B) DeepQ Al Platform Z{ERE) -

(c) HIPAA #R7E. "HIPAA 87 . & 45 CFR Part 160 & Part 164 ZF&#%h (Privacy) - E&fl
L2 (Security) ~ ERMREZBH (Breach Notification) RH{THRE -

BEREBH ZRIFEIEE

BFEBHER

(a) BRIEAHZIARREN 0T - BRIBEBHFASEANBERRERREM ;

(b) BEBHSERBEENRERSR - WBTE Subpart C of 45 CFR Part 164 BREFI2

(c) EBEBHMEAIFRAHZE PARH ZZRERFEEMNREHNIEE - 83 45CFR
164410 FrR] Z AR EZ RFREREEMINE - RIEWTEMMNEBNEMZZSH
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(d) #&¥Z 45 CFR 164.502(e)(1)(ii) % 164.308(b)(2) (&iE M) - BB HERREMURNEE
FEHBE WX #ENERRRERREMNZODER  IRIXZFERANREES
2R - R RIREZHIR ;

(e) BEEHBREECHAL A 2R RERREMEHRABRERS - LRV ESBE N W
EEREBR 45 CFR 164.524 T 2 &% ;

(f) BEEBARBKEREEER 45 CFR 164.526 Fi N Z1E a2 AR - HisEACH
P Z RARERFEEMNETEN - SRNEMBERMUROZHLE N W EEREER
45 CFR 164.526 M2 &% ;

() BEBHERHETRHLESN - FERASSRUESLEAME 45 CFR 164.528
MEHEABEREZEALHIET

(h) EBEEBHEBITERHBR Subpart E of 45 CFR Part 164 7 — IR ZIEEHE - B
FEHBETERARERKBZ Subpart E 8% ;

() BEBHB/EANIIEE  RERCHREBEWER  LMEMERREHEEEER
HIPAA FR7E -

BEBH BT ZERAREE

(a) BEEHESABTABRNERIFRFAMZBHBMERANBEZRERREM - 5
BIIABZNERIRRAIRZRT - BEBHRIEERK 45 CFR 164.514(a)-(c) £ 4
RirERBREMOETEBBIE -

(b) BEEHESIKIERREERN BRI RERREM -

(c) BEEHERRREAAS Z&/NVERAAKEFMERANBEZ RERREM -

(d) BRIEB LU AR E RSB EE - SRIBEBHASLIER Subpart E of 45 CFR

Part 164 75 2 (B BB IR R AL -

(o) BEBAUEENEBEERRAIRY Y  RABTELAREY  MEASEHERE
&, -

() BEBEERUTERT - EREESEBRTHY BN BETEARSE - M8

R - MARZEMBRERBRER AR BABEEHIEEBR 2 BRSEE AL AN
#E—DBE  BEEWHNEZRERERNERE - BENEELH -
(o) BEEHSRHEERNEFASRRERBE ZENZESR -
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ERBERARRBHBANRTLERRIRFZRE

(a) EEREBRERER 45 CFR 164.520 T ZBAERBA ZIRE - RRZIRHICIAE
BEBEHERRERREN ZEHANBEZRER - OEFBHSEA -

(b) HEAE UL FEIEB FERABEM/MHNRIRERRENZEAR - RZIEOERE
BEBHHRFRERFEN ZEHANBEZRERN - BREBROBEBHSH -

(c) EBERKBRIEK 45 CFR 164.52 REMZRERREM 2 EAIBEZ AR -
RZRFICIERF EREBH R RERREEMN ZERNBEZLEA - BHAKBERD
BEBHSHA -

BRARIER O 25>

RIERESBRE - BREBAREREERHLIE R Subpart E of 45 CFR Part 164
ZH A EREIERERRERREEN

R EAR AL IE

(a) BEME. ABEZBVNEEEARBERXEE B ZERRRENRE - 2E&H
IR H B A B IR (D) RER LA HZZH QUTREERE) Lk -
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